Medium-Specific 
Number 



Predetermined 
Information 



Any Information 



-2 
-3 
-4 



Fig. 1 



Individual 
Key 
Generation 



26 



Decryption 



,22 



Encryption 



I / 

Encryption 



25 



Encryption 



,24 



Data 



21 




Licensing Side 



15 



Medium-Specific 
Number 



'21 



License 
Information 



Contents 



Fig. 2 



□ 

m 
m 
m 
in 
ci 
in 

Si 

U 

w 
a 
m 
a 



Medium-Specific 
Information 



Predetermined 
Information 



Any Information 



Predetermined 

Information 
Deriving Means 



|~31 

-33 



Write and 
Read Out 
Means 



-32 



Fig. 3 



s 

«» 

CI 
13 

II! 
Q 

m 

O 

w 

m 
m 

u 




S1 



Create Data 



S2 



Create Encryption Key 



Correspond with Data and Store 
in Encryption Key Management Table 



S4 



S5 



I 



Remove Encryption Key 
Corresponding to Data 



T 



Encrypt Electronic Data 
Using Encryption Key 



S6 



Store Contents in 
Recording Medium 



S7 



Completed? 
Yes 



No 



S8 



Generate Individual Key Using 
Medium-Specific Number 



S9 Encrypt Decryption key 



S10 



Store License Information 



END ^ ) 



Fig. 5 



START^) 



'.sir 

if* 



S21 Remove Medium-Specific Number 



S22 



Generate Medium Individual Key 



S23 



Decrypt License Information with Medium 
Individual Key, Create Decryption Key 



S24 



Read Encrypted Electronic Data 



S25 



Decrypt Encrypted Data 
with Decryption Key 



S26 



Execute 



Fig. 6 



S31 



S32 



STARTj) 



Read Out License 
Information 



Encrypt Using 
Medium-Specific Number 



S33 Store in Contents Area 



END J 



Fig. 7 



Q 

m 
a 
a 
in 
m 

ill 

£i 

o 

m 
Q 

m 

a 

14 




00 



m 

m 

m 

Q 

a 
m 
a 

ill 

Q 
W 
13 
ill 
□ 
I* 



S41 



S42 



S43 



startJ ) 

1 

Read Out Encrypted 
License Information 

i 



Encryption by 
Medium-Specific Number 

I — 

Update License Information 
END ^) 



F/gr.9 



CM 



I 

w o 
2 o p 

« 8 i 

< 



1^ 

c 
o 

o. 
o 

CD 

Q 



CM 



ij (o 5 

3 CO 

:> 



CO 



CO 



c 
o 
■+■» 

Q. 

o 

CD 

Q 



o 

8.1 

1 E 
E c5 

IS 



3 



CO 

+-» 

CO 

a 



CO 
CO 



c 
o 

o 
c 



■iT A. 



C 

o 

Q. 

O 
CD 

a 



c 
C.2 

"In 



5 



C 
O 

a 

o 
c 



-TV 



CO 

+-» 
c 

0) 



o 

o 



CM 



[ CO I 
CO 1 Tj* 



1 



c 
o 
v» 

CO 
w. 
O 
-M 
CO 
CD 

or 



CO 



c 
o 

+-» 
CO 
1- 

o 
+J 

CO 
CD 

a: 



LO 



-.At 



startJ) 



S51 Read Out License Information 



S52 



S53 



S54 



Encrypt Using 
Medium-Specific Number 



Encrypt Using 
Apparatus-Specific Number 



Store in Medium 



END 



Fig. 1 1 



S61 



S62 



S63 



S64 



START J 



Read Out encrypted 
License Information 

I ~~ 



Decrypt Using 
Apparatus-Specific Number 



Decrypt Using 
Apparatus-Specific Number 



Update License Information 
END ^) 



Fig. 12 



S71 Read Out License Information 



S72 



S73 



Encrypt Using 
Medium-Specific Number 



Encrypt Using 
Apparatus-Specific Number 



S74 Store in Second Recording Medium 



END ^) 



Fig. 14 



S81 



- S82 



S83 



start J) 



Read Out Encrypted License 
Information 



Decrypt Using 
Apparatus-Specific Number 



Decrypt Using 
Medium-Specific Number 



S84 Store in Recording Medium 



Fig. 15 



